Week Eight
Reading and Video Assignments

We do not have a text book for this course. Instead, here are your assigned weekly readings and videos.
Embedded Systems 
This week, you will learn how to identify vulnerabilities in embedded operating systems and how to protect them.

Objectives and Outcomes 
After completing this module, you will be able: 

· Explain what embedded operating systems are and where they are used 

· Describe embedded operating systems 

· Identify vulnerabilities of embedded operating systems and best practices for protecting them 

Assigned Reading and Video
1.)   How Hackers Will Attack Your Embedded System and What You Can Do About It

http://electronics360.globalspec.com/article/5619/how-hackers-will-attack-your-embedded-system-and-what-you-can-do-about-it
2.)   HIT

http://internetofthingsagenda.techtarget.com/blog/IoT-Agenda/When-an-attack-means-murder-The-IoT-healthcare-security-vulnerability
3.)  Embedded Hardware Hacking 101 – The Belkin WeMo Link

https://www.fireeye.com/blog/threat-research/2016/08/embedded_hardwareha.html
4.)   Hackers Remotely Kill a Jeep on the Road

https://www.wired.com/2015/07/hackers-remotely-kill-jeep-highway/
5.)   The Jeep Hackers Are Back to Prove Car Hacking Can Get Much Worse

https://www.wired.com/2016/08/jeep-hackers-return-high-speed-steering-acceleration-hacks/
6.)   Why Car Hacking Is Nearly Impossible

https://www.scientificamerican.com/article/why-car-hacking-is-nearly-impossible/
7.)   Hacking Embedded Devices

https://www.defcon.org/images/defcon-21/dc-21-presentations/Phorkus-Evilrob/DEFCON-21-Phorkus-Evilrob-Hacking-Embedded-Devices-Bad-things-to-Good-hardware.pdf
